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SMICT

Yomy ESET

TexHonoria ESET ' ‘ '

MpoayKkToBa b6i3Hec-niHiMKa ESET

KomnnekcHi piwweHHa ESET




YOMY ESET?
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1+ MN1PA IHTEPHET-KOPUCTYBAHIB

TexHonorin ESET



400+ Tncav

ROPT1IOPATUBHINX
ROPUCTYBAYIB
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[NOBANBHUX
LIEHTPIB
NOCNIAMKEHD



OdiuiviHnin
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B YKpaiHi




BU3SHAHHA EKCMEPTIB

STANDARD

Real-World
Protection

2. PRODUCT

WIRDOWT
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binbwe 15 pokis npoayKktn ESET
0QiLiMHO NpeacTaBNAEHi Ha TepUTopiIi
YKpaiHu



ESET B YKpaiHi

v Nepuwictb ESET Ha puHKY IT-6e3neKkn Ykpainu

v PoswmpeHa napTHepcbKa mepexka - 61m3bko 800 KomnaHin-napTHepis Ha BCill TepuTopii
YKpaiHu

V' OdiuitHnin guctpunb'totop B YKpaiHi 3 2005 poKy (nigTprmKa 3 nuTaHb npuabaHHA, TEXHIYHA
[0NOMOra, 34iMCHEHHS MapPKeTUHIOBOI AiANbHOCTI)

v" JloKanbHi crewianicTv WopivHO NpoxoaATb cepTndikaLito B LeHTpasibHomy odici ESET
y bpatucnasi (CnoBayumHa)

v PeanizoBaHO COTHI NpoeKTiB 3 IT-6e3nekn 3 BUKopuctaHHAM npoaykTis ESET B YKpaiHi

v Po3pobKa i BnpoBaa)KeHHA aBTOMaTM30BaHMX CUCTEM LLeHTPa1i30BaHOro ynpasaiHHA
aHTMBIPYCHUM 3aXUCTOM B HanbinblMxX Aep>KaBHUX OpraHisauiax

v AKTMBHa y4acTb 0KanbHUX $axiBLiB y po3cnigyBaHHi macwTabHMX KibepaTtak B YKpaiHi

v Ny6nikauii YHiKanbHUX OOCNIAMKEHb Cy4acHUX Kibep3arpos Ta po3pobaeHHA pekomeHaalLlii
LLLoA0 iX 3anobiraHHA

v HaB4YaHHA NpeacTaBHMKIB KOMMNaHIN-NapTHEPIB | KOPNOPATUBHUX KNIEHTIB
v JloAnbHa LiHOBa NOANITMKA, cTabiNbHi LiHW B rpUBHAX

v Bes3KoLlToBHa LifiogoboBa TexHi4YHa NiaTpMmKa B YKpaiHi 3 2005 poky
(3a Ten .: +38044 545 77 26 abo en. nowToto: support@eset.ua)




LII1I0O0OBO0BA TEXHIYHA MIATPUMKA B YKPAIHI

3pyyHi cnocobu 3BepHeHHA:

- TenedoH

- 3anNuT A3BIHKA

- @1eKTPOHHa nowTa

- 3anuT Yyepes Beb-canT
- 3aNuUT Yepes NPoAyKT

MutreBa agonomora
Y PeXXnmi peanbHoOro 4acy:

- KOHcy/nbTauii no tenedony
- JINCTYBAHHA
- BigganeHe niakntoveHHs (MK)

BupileHHA NUTaHD 3:

- BCTAHOBNEHHHA
- aKTuBauil

- HaNawWwTyBaHHA
- BUKOPUCTAHHSA
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https://www.eset.com/ua/about/why-eset/experts/

TEXHONOTIA ESET



PenyTtauia

Ta Kew
3axXuUcCT BiA, . .
nporpam- XMapHi cepsicu

: BMMaravis LiveGrid®
Poposi
BUABNEHHA

A 3axuct
g Big 60THETIB

CkaHep y
UEFI Po3swunpeHnn

CKaHep nam’arTi

TMMbokumn
noBeAiHKOBUM
aHanis

3aXUCT BiA

KoHTponb Bif
eKCcnaounTis

NPUCTPOIB

CKaHep cKpunTis

3axucT Big, (AMSI)
MepeXeBUX aTak

MEPEA BUKOHAHHAM
BUKOHAHHA
MICNA BUKOHAHHA

BbyaoBaHa
NiCOYHULA

PO3LIJVIp€He MalWwnHHe
HaB4YaHHA




OcobnnBOCTI TeXHONOTIN

L)
&
HapinHictb Bucokum MiHimanbHUM JlerKictb

piBeHb BMNJIMB Ha BUKOPUCTAHHA
BUAB/JIEHHA  NPOAYKTUBHICTb




3 U

[MPOIMHO3YBAHHA 3AMNOBITAHHA

‘
& L

PEATYBAHHA BUABJIEHHA




NPOAYKTOBA BI3HEC-/TIHIUKA ESET



3AXUCT POEOYMX CTAHLLIA

3axuct komn’rotepis i HOYTOYKiB
ESET Endpoint Antivirus ana Windows
ESET Endpoint Antivirus gns macOS
ESET Endpoint Antivirus gns Linux
ESET Endpoint Security ana Windows
ESET Endpoint Security ana macOS

3axuct mobinbHUX NpPUCTpPOIB
ESET Endpoint Security ana Android
ESET MDM pgnsa iOS & iPadOS

WndpyBaHHA gaHuUxX
ESET Endpoint Encryption
ESET Full Disk Encryption

ABodakTopHa ayteHTUdIKaLif
ESET Secure Authentication

3axucT XMapHoro cepegosuLla
ESET Cloud Office Security

LNOOATKOBI CEPBICU
TA IHCTPYMEHTU

XmapHui1 cepBsic 3axmucry
ESET Threat Inteligence

BuasneHHA Ta BiACNiaAKOBYBAHHA 3arpos3
ESET Enterprise Inspector

AHani3 y XmapHin nicouHuULi
ESET Dynamic Threat Defense

3AXUCT CEPBEPIB

3axucr ¢paiinosux cepsepis

ESET Server Security ana Microsoft Windows Server
ESET Server Security ana Linux

ESET Server Security ana Microsoft Azure

3axmucT NOLWTOBUX cepBepiB
ESET Mail Security gna Microsoft Exchange Server
ESET Mail Security gna IBM Domino

3axuct gna Microsoft SharePoint Server
ESET Security ana Microsoft SharePoint Server

TEXHONOTYHUU ANbAHC

3anobiraHHA BUTOKam AaHUX
Safetica

AHani3 mepexesoro Tpadiky
GREYCORTEX MENDEL

Pe3epBHe KONitoBaHHA Ta BiAHOB/NEHHA AaHUX
Xopero
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(s ProTECT

. €RNHA KOHCONb YNPABIHHA
oo - fApopyktamu ESET-~



BAPIAHTU PO3IOPTAHHA

NOKANBHA IHCTANALUIA LEHTP YINPABJIIHHA B XMAPI

Y nonepeaHix Bepciax Bigomumn Ak Y nonepeaHix Bepciax BigomMun aK
ESET Security Management Center ESET Clo.,g_gl-;_Administrator




@ UeHTpanizoBaHe yrnpasBaiHHA 3 XMapPW — HanawWTyBaHHsA, yrpaBaiHHA
Ta MOHITOPUHI 3aXUCTY BCIEI KOPMOPATUBHOI MepeXKi 3 EAUHOT KOHCO1 yNpaB/liHHA

(@ MacwTab0oBaHICTb — 3aBAAKM 34aTHOCTI IETKO NPUCTOCOBYBATUCH
A0 3MIH PO3MIPIB MepeXi NiAXoaAnTb AK ANA MasnX NiANPUEMCTB,
TakK i ANA KopnopaLin

(3) YHiBepcanbHiCTb — iHTYiTMBHO 3p03ymina naatdopma ynpasaiHHsa
AN NPOCTOro BUKOPUCTaHHA NiANPUEMCTBAMM Byab-AKOro po3mipy, __
____—afteBTOW *Ke Yac BCeOCAXKHA Ta KOMMAEKCHA ANA HauBUOarAMBIilLNX KOPUCTYBaHB—



BcebiuHni
ornap, mepexi

MEPEBAIA

—oO-
-0—
_._

NMoBHe ynpaBniHHA
6e3nekoto

=

i)

IHBeHTapu3aLia anapaTtHOro
Ta NnporpamHoro 3abesneyeHHsA

ABTOMATU30BaHe
ynpaBAiHHA 3aXUCTOM

\ol

3pthuﬁ
iHTepdeuc



IEPAPXIYHMIA MIAXIA,

Ona HagaHHA AOCTYNy 40 YaCTUHMU
KoHconi ESET PROTECT moxHa
CTBOPUTM KiZlbKa KOPUCTYBaAYiB

Ta rpyn go3ssonis. Lle no3sonse
BNOPAAKYBaTU 060B'A3KM Y BENTUKUX
KOJIEKTUBAX KOpnopaLiii.

OCHOBHI ®YHKLII

KOHTPO/1b NONITUK

ALMIHICTPATOPU MOXKYTb
BCTAHOBAOBATM AEKiNbKa NOAITUK
ANA oaHOro komn'totepa abo rpynu,
NepeHoCUTU NMONITUKY

ANA ycnagKkoBaHMX A03BONIB

Ta HaJ4AaBaTU MOXUBICTb
HaNalWTOBYBATU KOPUCTYBaYam
napameTpu MoAITUKMU.

JeTanbHiwe Npo KOHCOAb YNPaB/iHHA

NIATPUMKA SIEM TA SOC

ESET PROTECT noBHicTiO NigTPUMYE
IHCTpyMmeHTn SIEM | moXXe BUBOAUTH
BCHO iHPOpPMaLLitO KypHany

B nowunpeHun popmat JSON

abo LEEF, 3abe3neuytoun iHTerpauiito
3 onepauinHMMN LEHTPaAMM
6e3nekun (SOC).


https://www.eset.com/ua/business/security-management/
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3AXUCT POBOYUX CTAHLLIV

KnacnuyHum aHTUBIPYCHUIA 3aXmUcT KomnneKcHuM 3axucr

Windows macOS ‘ Linux Windows ‘ macOS ‘ Android




KpocnnatpopmHa niaTpumka

oS 8 &




ENDPOINT
ANTIVIRUS

ENDPOINT
SECURITY

AHTMBIpYC Ta AHTULINUTYH ° °
AHTUGIWNHT ° °
3axucT Big, Nporpam-sMmaradvis ° °
3axucT Bif, eKCNNONTIB ° °
3axucT Big, 60THeTIB ° °
3axucT Big, MepexeBUX aTak ° °
Po3wunpeHuin ckaHep nam’aTi ° °
CkaHep UEFI ° °
Cuctema 3anobiraHHs BToprHeHHam (HIPS) ° °
KoHTponb npuctpois ° °
MalwmnHHe HaBYaHHA ° °
XMapHa cuctema 3axucTy Big, WKIZAMBUX Nporpam ° °
Cnctema 3axmcTy y peXmmi peanbHOro 4yacy ° °
Beb-KoHTpO/Ib - °
[BOCTOPOHHI BpaHamayep - °
AHTUCNAM - °

@DyHKUiOHAN NPOAYKTIB MOXKE 3MiHIOBAaTUCh 3aeXKHO Big OC

JdeTanbHiwe Npo NpoAyKT

IHTepakTUBHA AOBiAKA

JdeTanbHiwe Npo NpoAyKT

IHTepakTUBHa A0BIAKA



https://help.eset.com/eea/7/uk-UA/
https://help.eset.com/ees/7/uk-UA/
https://www.eset.com/ua/business/solutions/endpoint-protection/
https://www.eset.com/ua/business/solutions/endpoint-protection/

ENDPOINT
SECURITY

A4 ANDROID

3axmucT mobinbHUX NPUCTPOIB

baraTtopiBHEBWUI 3aXUCT

. MalmnHHe HaBYaHHA

*  CKaHyBaHHA 332 BUMOrOH

J CKkaHyBaHHA Nig Yac 3apaaxKaHHa batapei
*  AHTMOIWNHS

. 3axuCT Big AeiHcTanAuil

. dinbTpauia A3BiHKIB Ta SMS-nosigomneHb
. KoHTpoAnb goaatkis

*  AHTUKpaAin

J[eTanbHiwe Npo NPoAYKT
IHTepakTBHA A0BiAKA



https://eset.ua/ua/products/for_business/mobile_security/android_security
https://help.eset.com/eesa/2/ru-RU/
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3SAXUCT CEPBEPIB

3axucr daiinosux cepsepis 3axmucT nowToBUX cepsepiB Ta Sharepoint

Microsoft Windows Server Microsoft Exchange Server IBM Domino

Microsoft Azure | ‘ Linux Sharepoint




3axucrt ¢pannosux cepsepis

e AHTMBIPYC Ta AHTULLINUTYH

*  Cuctema 3anobiraHHA BToprHeHHAMm (HIPS)
. 3aXUCT Bi4 Nporpam-BMmaradis

. 3aXUCT Big4 MmeperkeBux aTak

*  3axuct Big 60THeTIB

°  3axuCT Bia eKCnionTiB

*  Po3wwupeHnit ckaHep nam’aTi

°  BbygoBaHa nMiATPMMKA KNacTepiB

*  AHTMOIWNnHr

. KoHTponb npuctpois

. NMomoaynbHa iHCTanAuiA
. OnTumiszauia CKaHyBaHHA

NeTanbHiWwe Nnpo NPpoAYKT DYHKLIOHaN NPOAYKTIB MOXe 3MiHIOBaTUCb 3a1eXHo Big OC



https://www.eset.com/ua/business/solutions/file-server-security/

3axXuUCT NOWTOBUX cepBepis

. AHTMBIPYC Ta AHTULLINUTYH

. AHTUCNam

*  AHTUOIWNMHT

. [NpaBuna

*  Ynpas/siHHA NOWTOBMM KapaHTUHOM

*  3axuCT NOWTOBUX CKPMHBOK + BlacHa ¢pannoBa cucTema cepsBepa
*  BbyaoBaHa niaATPUMKA KiacTepis

. BignaneHe ynpasniHHA

JeTanbHiwe Npo NpoAyKT PyHKUiOHaN NPOAYKTIB MOXKe 3MiHIOBaTUCL 3aneXHOo Big, OC



https://www.eset.com/ua/business/solutions/mail-security/

JeTanbHiwe Npo NpoayKT

3axuct cepsepiB Microsoft Sharepoint

. AHTUMBIPYC Ta AHTULWNUTYH

*  3axucCT Big mepexeBux aTak

*  3axucT Big Nporpam-sumaradis

*  Cucrtema 3anobiraHHs BToprHeHHAM (HIPS)
*  3axucT Big 60THETIB

*  CkaHyBaHHA 6a3u gaHuXx

*  T[lpaBuna o6’eKkriB 6a3un gaHux

. Po3WwmnpeHnin ckaHep nam’saTi, 3aXUCT Big, EKCNAOUTIB
. BbyaoBaHa niATPMMKa Knactepis

. AHTU@IWMHT, KOHTPONb NPUCTPOIB

. BinaaneHe ynpaBniHHA

@DyHKLiOHAN NPOAYKTIB MOXe 3MiHIOBAaTUCH 3aneXKHO Big OC


https://www.eset.com/ua/business/solutions/mail-security/
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LUNDPYBAHHA

WindppysaHHA AaHKX LLindpyBaHHA AUCKa




ENDPOINT
ENCRYPTION

LLindppyBaHHA AaHUX

e [loBHe wnppyBaHHA AMCKA

. LLUndpyBaHHA 3MIHHUX MeAjia HOCIiB
 lWndpyBaHHA Ppannis Ta Nanok

. LLUndpyBaHHA NOBiAOMAEHD €/1EKTPOHHOI NOLWWITH
. LleHTpanizoBaHe ynpasaiHHA

*  YnpaBaiHHA KAOYamu WndpyBaHHA

*  KopnopaTuMBHMI NPOKCi-cepBep

[eTanbHiwe Npo NPoAYKT
IHTepaKTMBHA AOBIAKa



https://www.eset.com/ua/business/solutions/identity-data-protection/
https://help.eset.com/eee_server/3/en-US/

ENDPOINT
ENCRYPTION

[ —— | oo

BEB-IHTEP®ENC NMPOKCI-CEPBEP
AAMIHICTPATOPA ‘
CEPBEP oo | POBOYA CTAHUIA

3 ESET ENDPOINT ENCRYPTION

VNPAB/IIHHA
HTTPS HTTPS




FULL DISK
ENCRYPTION

LLinppysaHHA aUCKa

LLUndpyBaHHA CUCTEMHUX AUCKIB, OKPEMUX PO3AiNiB
abo uinmx amckis

. NiaTpumKka Windows T1a Mac

. YnpasniHHA yepe3 ESET PROTECT

. BigaaneHe HanawTyBaHHA NOAITUKM NapoONiB

. Po3ropTaHHA, akTMBaLiA Ta WNdPYBaHHA B OAMH KK
. [HYYKICTb NiLeH3yBaHHA

. MoKnumBicTb 36iNbLINTK KiNbKICTb NPUCTPOIB

*  BigaaneHe ynpaBnaiHHA KNtoYamm WMPpPYBaAHHA HA NPUCTPOAX

[eTanbHiwe Npo NPoAYKT
IHTepakTBHA AOBiIAKA



https://www.eset.com/ua/business/solutions/identity-data-protection/
https://help.eset.com/efde/ru-RU/

MNoBHOoAMCKOBe WwWndpyBaHHA, BbyaoBaHe
B KOHCOJ1b BiaAa/1€HOro ynpaBaiHHA

BignosigHICTb HOpMam BinganeHnn moHITOPUHT 3aXUCT AaHUX KOMNaHIl
3aXMUCTY AaHUX, LWNPPYBAHHA HA NPUCTPOSAX 32 AONOMOrOH MPOCTOro

Takux AK GDPR Ta iHWI KOPUCTYyBaYiB Ta NOTYXHOrO PilLlEeHHA



er

FULL DISK
ENCRYPTION

et

ENDPOINT
ENCRYPTION

MoBHOAMCKOBE WNPPYBAHHA o o
WndpyBaHHA 3MiHHMX HOCIIB — o
LWWndpyBaHHA pannis i nanok — °
MnariH Outlook ans nosigomneHb _ .
€/1eKTPOHHOI NOLWTK Ta BKNAAEHb

BipTyanbHi AnucKu . .

Ta 3aWMdpoBaHi apxisu

JNliueH3yBaHHA

3a npucTpoamu

3a KopucTyBayamu

Onuii NoKynKn

JJonoBHeHHA A0 piweHb ESET
ANA 3aXMCTy poHoUNX CTaHLM

OKpemui NpoayKT

JOCTYNHICTb WOMICAYHOrO NiLeH3yBaHHA B
pamkax nporpamm VISP

JeTanbHiwe

eTasbHille


https://eset.ua/ua/for_business/msp
https://www.eset.com/ua/business/solutions/identity-data-protection/
https://www.eset.com/ua/business/solutions/identity-data-protection/
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@ Y - be3neyHnt 4OCTYN A0 MepeXi KOMNaHii Ta KOPNOPATUBHUX AAHUX

0 Po3pobaeHa Ana BUKOPUCTAHHA B iCHYIOYIN IT-iHPpacTpyKTypi

SECU RE * [porpamHe pilleHHA — BiACYTHA HEOOXiAHICTb Y A0AATKOBUX MPUCTPOAX

AUTHENTICATION 00 TOKEHRX

*  Jlerka iHCTanAuiA Ta HaNALWTYBaHHA
0 MiaTPMMKa XMapHUX TEXHOOTIN
0 MigTpmka VPN

- Barato meTtoaiB ayTeHTUdIKaLii — SMS-noBigomneHHA, mobinbHUI
N0AATOK, push-cnosilleHHA, anapaTHi TOKEHM Ta cneLiani3oBaHi meToam
poctaskm OTP

*  YnpaBniHHA 3 Beb-6pay3epa

[eTanbHiwe Npo NPoAYKT



https://www.eset.com/ua/business/solutions/identity-data-protection/
https://help.eset.com/esa/30/uk-UA/

SECURE
AUTHENTICATION

4 ™
[ — .. | - | .
D<B— N "Nl Y
+ EEEE—
KOPMOPATWUEHI AAHI
CTAHAAPTHWIA . J
NAPOMb

OAHOPAZ0BUIA KOMITHOTEP
NAPONb KOPWUCTYBAYA



P
T e ©
I
Pe3epBHe
| KOI'IIEOgaHHH IM
| T
3anobiraHHa """ """ G T OTTTeeeeeerTneoeee oo AHani3
BUTOKAM AaHUX l MepeXKeBoro
(DLP) Tpadiky
=
Xma pHa ] OPrAHI3ALIA ] 3axMCT NOLITOBMX CepBepiB
nicoyHnuUA PN §
: — ) — ;
S s s (29
— T i BigaaneHe ynpasniHHA L R\
NoBHOAUCKOBE E E ‘ : BuasneHHa
WwnudpyBaHHA | (O R = T Ty R e T ; Ta BigcniAKOBYBaHHA
_ | P | ' S : : 3arpos
. E : . D— :j T\ — s et [TTRP m
---------------- - C . _ . o - T
" 3aXMCT XMaPHMX AsodaktopHa - 3amcT poboumx cTaHuin 3axuct pannosux cepsepis -+

popatkis Microsoft 365 - - ayTeHTUdIKaLiA



‘ I ..
- ‘.
-. - .I L : |
= ’ = E ol ‘ -” -“-
: - - y 3 4 =FFz: -_'-. 73 ; | - | i -_ T:-‘--
.....- - - ¢ 4 ” - # £ -';._ bt L, i3 _.r..,"' --: ¢ | - / i --- ‘ --
- - o .' . ~ *s : 7 - / _-‘-.-l. .- ..-- _ ---
- = £ i . | - . ' -- - --
s o = - --. .. . 2 - |-.-"-.J-‘-." - - ‘ | - ‘ ‘ - | ‘
- o o . P - L - s FEN T s i id —_'--"--t-.--
-.‘- - - " o e L ot = & - = I | -'-h:-
s - Ty . - ‘e g Sa* : ! i I
| . . 4 = - - - 2357 - ) f3 i
L - e ..-f—..'-- - - - " =B & /f . -. | | li
| | : --"’. . - 4 * - "--'_ -
.-- Z = . '.-.'. L r Y g ‘ - e - ] -
| ' | | ". L - -« = " e .‘
. ‘ ‘ | . { - -l sl Fa -
. . - | : J - F - 4 - 1
. '- . ) sl Te_ .
. .- i ] . -
. | - : . .
- L (] ¥ A - = e 3 .t.“ 3
o ' |
« e i7 . .
. .
& F, .
L] -. | l
. -
- . ' | /i
L : |
-
_----



BuasneHHAa HOBUX BMAIB 3arpos

S

BuaBneHHA BuaBneHHA XMmapHa
Ha OCHOBi NnoseAiHKM  «0-AeHHUX» 3arpos3 nicouyHuusa




Yomy ESET Dynamic Threat Defense?

MobinbHictb HenepeseplieHa WBUAKICTb
ESET Dynamic Threat Defense moxe PilueHHA aHani3ye 6inbWwicTb 3pas3kKis
aHanizyBaTn dannm He3aNneXHo Bif, micus MEHLLE, HiXK 33 5 XBUIUH.

nepebyBaHHA KOPUCTYBaAYIB. .
3aXUCT NOWITOBUX cepBepiB

NMoBHUMU ornag ESET Dynamic Threat Defense B3aemogie
KOoXeH 3pa30K MOXXHa nepernaHyTu 6e3nocepeaHbo 3 ESET Mail Security
Yy KoHconi ynpasniHHA ESET PROTECT. ANA BUABNEHHA WKIiAANBUX INCTIB.

CneujlanbHi HaNawWTyBaHHA

ESET Dynamic Threat Defense no3Bsonse
HaNaWTyBaTU AETaNbHY NONITUKRY

ON1 KOXKHOro komn’totepa.

JeTanbHiwe Npo NpoayKT



https://www.eset.com/ua/business/solutions/cloud-sandbox-analysis/

A 3BIT NPO NOBEAIHKY ®ANIB Ger

CTAH

InoBEMHCHWA

SHA-1

11111C33EESeF 14 2DBEF2ESEYFOET1905EC 03 24F
PO3IMIP

1236

KATEMOPIA

BukoHyBaHuA dain

BuaeneHi wabnoHu noseaiHkK

NOBEQIHEY

Migozpinmi gokymenT.

MNOACHEHHA

Ipazok — UE JOKYMEHT 3 SKTHEHMM EMICTOM 300 JOKYMEHT, Z2XMLEHWE Naponem.

BE3NEYHI NPHYHMHA

AXTHEHWA BMICT EMKODMCTOBYETECR B CKARHMX JOKYMEHTRN NAPONEM IDAEHO KOHDIIEHLIAHT fO0KyMeHTH,
HEBEINEYHI NPHYHMHM

¥ BaraTkox THNEK WKL AMESTD NPONPSMHOND 33563NeueHHA 3KTMBHMA BMICT BHEOPWCTOBYETLOR AR YPSHEHHA CHCTEMH 360 Jamycky
LKA NMBOTD MPOMPSMHOND KoY.

NOBEAIHKY
BMKOHYBAHWA (ain BMAANEHD IPAIKOM,
NoOACHEHHA




3anobiraHHA

BUTOKaM AdHUX

XmapHa
nicoyHuuA
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NoBHOAUCKOBE
wndpyBaHHA

3aXMUCT XMapPHUX
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iCNIAKOBYBAHHA NPUXOBaHMX 3arpo3




3axXuCT Big LinecnpAMOBaHUX aTaK

S

BuasneHHa lNepernapg, PearyBaHHA
3HalT nigo3piny AKni 06’eKT 3a4iAHMN?  BNIOKYBAHHA 3arpo3u
aHOManio
Konu ue Tpanunocs? BuaaneHHA 3arposu

AK ue Tpanunoca?



AK ue npautoe?

> 36upae noAii B peXXmMmi peanbHOro 4yacy

» 3abe3neuye po3wmnpeHy pinbTpaLito Ta COpTYBaAHHA

> BuKopucroBye penyTtauiiiHy cuctemy ESET

» Hapae moxKnumBicTb CTBOPIOBATU BNAACHI NpaBuaa ANA CNOBilLEHb

> 3abe3neuye 6n10KyBaHHA Ta BiAHOBNEHHA



JlerkicTtb
BMKOPUCTAHHA

lpeHTngikaTopum
aTaKu

BuasneHHs
3arpos

Mpo3opicTb

IHwi EDR-piweHHA

CKnagHi

MpocTi ¢dign loC

MowyK sBigommx loC

BigCyTHI aprymeHTu na OuiHKK
(HanpuKknaa, 3a 4LONOMOroH
MALLUMHHOIO HaBYaHHA)

ESET Enterprise Inspector

Jlerke — POKyCyeTbCA HAa pobouomy
npoueci

NoeaHye noBeAiHKY Ta penyTauito

«3HAXO0A4UTb rONIKY B KONuULi CiHa» —
dinbTpye noa,ii

Jlerko 3po3ymitv npuUnHy
BU3Ha4yeHHA 06’eKTa AK nigo3pinoro



BiaKpuTicTb

BuasneHHn

besdannosi
aTaKku

Po3ropTaHHA

IHWi EDR-piweHHA

OAaHaKoBi meToan BUABNEHHA
ANA BCiX aKTUBIB Ta
KOPMCTYyBauiB

€anHnm piseHb, I0OC abo
MY/bTUCKAHYBaHHS

CnpAmMmoOBaHi HAa BUKOHYBaAHI
dbannu

TinbKM XmapHa Bepcia

ESET Enterprise Inspector

MoOXNUBICTb HANALUTYBAHHSA
BUABNEHHA ANA Pi3HUX aKTUBIB
KOMRNaHIi

Habip pisHiB 6e3neKkun ESET

BuKoOHyBaHi pannm + cKkpunty,
eKCn/I0UTHn, pyTKiTH, BOygoBaHe
nporpamHe 3abe3sneyeHHs,
mepeXxesi aTaku

3axuLieHa I0Ka/IbHA apXiTeKTypa,
NiATPUMKA aBTOHOMHMUX
cepenoBMLy, AKi pO3ropTaroTbCA

B XMapi



OCHOBHI nepeBaru

[MobypgoBaHe Ha OCHOBI baraToOpPiBHEBOT TEXHO/IOTIT 3 TOYHUM
BUABJIEHHAM Ta MiHIMa/ZIbHUM NOKA3HMKOM MOMWUIKOBUX CrpaLoBaHb

S

CneuianbHi BUABNEHHA 3 ypaxyBaHHAM NoTpeb opraHisauii

OD—
—o0—
A1

/)_J be3neyHe Ta rHy4YKe PO3ropTaHHA He3a/ieKHOo Big MicuUA
‘_-3’ PO3TallyBaHHA/NiAKNIOUYEHHS 00 Mepexi

[eTanbHiwe Npo NPOAYKT



https://www.eset.com/ua/business/solutions/endpoint-detection-response/

ENTERPRISE INSPECTOR

Alarm details

+ B winlogon.exe (468)

Filecoder behaviour [Z0601] B svchost.exe + Busemn_exe (3096)

SOURCE Filecoder behaviour [Z0601] SIGNATURE TYPE + B explorer.exe (3128)
CATEGORY Filecoders SIGNER NAME
OCCURED 11 minutes ago - Mar 7, 2018, 4:57:39 PM SEEN ON 2 computers - E outlook.exe (2200)
PRIORITY 0 FIRST SEEN one day ago - Mar 6, 2018, 2:55:50 PM

LAST EXECUTED 11 minutes ago - Mar 7, 2018, 4:57:38 PM - B winword.exe (1860)

B ESET LiveGrid® |:| findeppc-128 MS Office application has invoked script interpreter [D0807]

REPUTATION [essssssss] PARENT GROUP Finance Department = B powershell.exe (2508)

POPULARITY LAST CONNECTED 3 minutes ago - Mar 7, 2018, 5:05:32 PM

FIRST SEEN one yezr ago LAST EVENT 4 minutes sgo - Mer 7, 2018, 5:05:02 FM ] Powershell suspicious activity executed [D0414]

AGENT VERSION 12649

o5 Windowis 7 Powershell.exe creates network connection [A0502]

CATEGORY Filecoders

Unpopular process has started from %Temp3% [20402]
File with a duplicate extension created on top of a popular file extension {such as .jpg.lock) has been created. That may indicate activity

EXPLANATION
of ransomuiare encrypting files.

1 Powershellexe executed unpopulsr process [A0408]
MALICIOUS CAUSES Generated by ransomware when encrypting files.

BENIGN CAUSES Sometimes used by legitimate program to “lock”/ensure exclusive access to some file. Usually used only on one or few files, Non-System process with system process name has started [20400]

Check the count of files with changed extension and content of such changed files. Are they encrypted? Is there any reason for adding a

duplicate extensien? Scan the reported program by AV. If not detected then submit the executable for analysis. Locate encrypted files EXE file creation of modification [80304]
[find out extent of damage). Shares on network may be affected. Investigate how the program reached your company and how was it

wias executed.

RECOMMENDED ACTIONS

Filecoder behaviour [20601]
ALARM TYPE Rule was activated

SOURCE RULE ler behaviour
OCCURRED 11 minutes ago - Mar 7, 2018, 4:57:39 PM .
Common AutoStart registry modified by unpopular proce

TRIGGERED 10 minutes ago - Mar 7, 2018, 4:58:31 PM
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aXWCT XMapHOi NOWTK Ta cxeBUWa



®
@ e T v' BUKOPMWCTaHHA TaKOro X MeXaHi3My BUABNEHHS,

AK i B IOKaZIbHUX NPOAYKTaX

CLOUD OFFICE * AHTMCNaM
SECURITY *  AHTUPIWNHT

* 3aXuUCT BiA WKIAAMBUX NpOrpam
* KapaHTuH ana ¢pannis

v' 3axucT HaibinbL nonynapHux cepsicis Microsoft 365
* Exchange Online
* OneDrive
* Teams
e SharePoint Online

v' Jlerke BNpoBaAeHHA Ta 3pYy4HICTb PYHKLiOHaNy
ANA Masioro Ta cepeaHboro bi3Hecy, a Takoxk MSP

JeTanbHilwe Npo NPOAYKT

IHTepaKTMBHA AOBIAKa



https://www.eset.com/ua/business/cloud-office-security/
https://help.eset.com/ecos/uk-UA/

AHTUNOIWWUHT

CLOUD OFFICE CKAHYBAHHA HA HAABHICTb 3ATPO3
SECURITY PINbTPALIA CNAMY o\

L ]

ESET Cloud Office Security 3abe3neuyye poswmnpeHunia 3axmcr
popatkis Microsoft 365.

NoeaHaHHA dinbTpayii cnamy, 3aXMUCTy Big WKIiAAUBUX Nporpam
Ta QILWMHIoBMX aTak AONOMAra€E 3aXUCTUTU NOLWTY, CXOBMULLA

Ta A0AATKM ANA cninbHOi poboTun. ToAi AK XmapHa KOHCO/b
[O3BONAE nepernagatv o6'ekTn B KapaHTMHI Ta o4pa3y NOBiAOMIAE
NpPO BMABNEHHA KibepiHUMAEeHTY.




GYHKUII -

YnpasniHHA KapaHTUHOM

AAMiHICTpaTOp MOXKe nepeBipuT 06'eEKTU Y KapaHTUHI
i NPUNHATY PilLeHHA Npo iXx BUAaNeHHA abo Ao03Bin
Ha nepernaa,.

MNonitnkn

HanawTtyBaHHA 3aXMUCTY HA OCHOBI NOJIITUK MOXHa
3MiHIOBATW Ta NPU3HAYNTM BUOPAHUM KOPUCTYyBaYam
abo rpynam.

KomaHau 1a KnieHTtun

OKpiM 3aXMCTy KOPUCTYBAUiB, aAMIHICTPATOPUN MOXKYTb
nepernaaaTy HaNawWTyBaHHA Ta NPU3HAYeHi NONITUKU
ANnA neBHUX KomaHa Teams abo KnieHTiB SharePoint.

XypHanu

Yci aii 3aHOCATbL A0 KYPHaNiB, 30Kpema i CKaHyBaHHA,
Nig Yac AKMX He Bbyno BMABNEHO XKOoAHUX 06’ eKTIB.

ABTOMATUYHUU 3aAXUCT

[ig 4ac yBIMKHEHHA UbOro NapameTpy agMiHicTpaTop
MOrKe byTn BNeBHEHWM, WO byab-AKi HOBi KOPUCTYBaui,
cTBopeHi B Microsoft 365, 6yayTb aBTOMaTU4YHO
3axmuleHi 6e3 noTpebu goaaBaTh iX OKPEMO Y KOHCON.

HyuKicTb

BiacyTHIM MaKCMManbHUIM NiIMIT KiIbKOCTi KOPUCTYBAUIB,
AKI MOXK/IMBO 3aXUCTUTU, MiHIMaAZIbHA KiNbKIiCTb
KOpuUcTyBadiB — 5.

MeTanbHiwe Npo NPoaAYKT



https://www.eset.com/ua/business/solutions/cloud-security/

(es[El) CLOUD OFFICE SECURITY

MNepesaru anA KopMCTyBaqu

» bes3 cnamy nepcoHan moxe Kpalle 30CepeanTUCS
Ha BaX/IMBNX 3aBA3HHAX

> MianpuemctBa 3ax'mu.|,eHi Big nepeboiB B poboTi, '
CNPUYNHEHUX aTaKaMK Yepes e/IeKTPOHHY NOLTY Ta iHLWi XMapHi 404aTKK

» AAMiHICTPaTOPM MatOTb NOBHUIM KOHTPO/b HAA YCiMa INCTaMU B KAPaHTUHI
°  Ta KOPUCTYBaYaMM, AKi HANYACTiWE CTaloTb LMK aTaK

» AAMiHicTpaTop 0A4pa3y OTPMMYE CNOBILLLEHHS NPO BUABNAEHI 06’ €EKTH
Ta MOX€e BXKMUTU HeramHux 3axodis



l % : b Qe

~ [opatroBuii cepsic 3axucty




XmapHui cepsic 3axucty

e  JlocTyn A0 HaMaKTyasbHilWOI iHGOopMaL,ii Npo 3arpo3u
THAREAT e i st
INTELLIGENCE |

ABTOMATUYHWUI aHani3 3pas3KiB

* |HPopMmaLiNHMI KaHan

*  3pYYHiCTb BUKOPUCTAHHA

[leTanbHille Npo cepsic



https://www.eset.com/ua/business/threat-intelligence/

ESET Threat Intelligence

dyHKUiOHan

PiBHi

3BiTU Ta AaHi

ABTOMATHU4YHE CTBOPEHHA 3BITiB
Ha OCHOBI 3aBaHTA)KeHUX BPYYHy pannis
abo SHA1-xewis

ABTOMATUYHUM aHaNi3 3pa3KiB

3BIT NPO 3pa3Ku

3BiT Ha ocHoBi YARA npasun
KOPUCTYBaua, AKi opmytoTbeA
Y BUNaAKy 34iNCHEHHA
uinecnpamoBaHUX 60THeT-aTak

ABTOMATUYHE CTBOPEHHA LOTUKHEBUX
3BITIB i3 iHpOpMaLielo NPO BUABNEHI
3arpo3un/6oTHeTH

3BiTH, AKI GOpMYIOTbCA Y BUNAAKY
34iMCHEHHA LinecnpAMOBaHUX
diwmnHr-atak

3aB4yacHe nonepeaXXeHHA

3BIT NPO UinecnpAMOBaHi 3arposu
3BiT NPO AiANbHICTb HOTHETIB

3BIT NpO UinecnpAMoBaHi
biWmnHr-aTakm

®in AgaHUX cTBOPEHUN AN iHTerpauii
B icHytouy cuctemy Security Information
and Event Management (SIEM)

®ip paHuUX

boTHeT ¢ig,
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@ safetica’

Hanbinblu akTMBHI AoAaTku

MpoayKTUBHICTb IHUMAeHTU 6e3nekun

[eTanbHilwe Npo NPoAYKT

3anobiraHHA BUTOKam AaHUX

- 3anobiraHHA BCiM BMNaAKam BUTOKY AaHUX
- BuasneHHa nigo3pinux Ain

*  BuABNEHHA 3MiH B NPOAYKTUBHOCTI Ta Hebe3neyHUx TeHAEeHLLN
NPOTArom NeBHOro Yacy

0 3aXUCT AaHUX Y pa3i iX BTPaATH
0 YnpasaiHHA 3MIHHUMU NPUCTPOAMMU
C be3neka BYOD

0 KoHTponb NpUCTPOiB, APYKY, AOAATKIB Ta 0OMeKeHHS
HaAMIPHOro BUKOPUCTAHHA IHTepHeT-MmepeXxKi

. LLndpyBaHHA AaHMX

*  Beb-¢inbrpauin

- BMcoKun piBeHb CTIMKOCTI A0 HECAHKL,iIOHOBAHUX BTOPIrHEHb
- Pexxmumu iHbopMyBaHHSA Ta TECTYBaAHHA

0 3BiTYBAaHHA NPO aKTUBHICTb

- €4MHA KOHCONb YNPaBAiHHA


https://www.eset.com/ua/business/safetica/

===7YCORTEX

MENDEL

e il AHani3 mepexeBoro Tpadiky
Eg; . MOTYXHi MOXXIUBOCTI ANA WBUAKOITO BUABNEHHA Ta pearyBaHHA
SPAR, ;ﬂl ¥ E:“"’"m
0 MnMB6OoKUIM ornaa BHYTPILLHbOT Mepexi
: GO *  BuM3HauyeHHA 3arpo3 Ta 3anobiraHHaA WKoA
&
o
e il el . BuasneHHa 3arpo3 y npmuctposax loT

. TexHO/10TiA Ha OCHOBI MOTOKIB Ta NMaKeTiB

. MOHITOPUHI A0AaTKIB

. [NoTy*KHa eKcnepTn3a

. MOHITOPUHI NPOAYKTUBHOCTI MepeXxi
*  AHani3 noBeAiHKN mepexKi

*  [lOTY*HWI i NPOCTUIN Y BUKOPUCTAHHI

JeTanbHiwe Npo NPOAYKT



https://www.eset.com/ua/business/network-security-greycortex-mendel/

JeTanbHilwe npo NpoayKT

Pe3epBHe KONitoBaHHA Ta BIAHOBNEHHA AAaHUX

Pe3epBHe KonitoBaHHA pobo4Ynx CTaHLi, cepBepis,
MObBiNbHMX NPUCTPOIB Ta BipTyasIbHMUX MaLLWH

Pe3epBHe KonitoBaHHA 6a3 gaHMX, NOWTOBUX CKPUHBOK
Ta MepeXxeBnx AUCKIB

Pe3epBHe KonitoBaHHA MS Exchange
Pe3sepBHe KOMitOBaHHA CTaHy cMCTEMM

VHD, pe3epBHe KonitoBaHHA 06pa3y Ta pe3epBHE KONitoBaHHA
Ha MarHiTHY CTPiYKy

Pe3epBHe KonitoBaHHA Ha pobo4yomy Micli Ta N03a HUM
BigHOBNEHHA AaHUX

Pennikauia 3 micuAa Ha micue

BigHOBNEHHA CUCTEMU 3 HYNA

Pe3sepBHe KonitoBaHHs LAN/WAN


https://www.eset.com/ua/business/xopero/

XOPERO

JloKanbHe pe3sepsHe XMapHe pe3epBHe Pe3epBHe KOMitOBaHHA
KOMitOBaHHA Ta BiAHOB/NEHHHA KOMitoBaHHA AaHMX Xopero Ta BiAHOBNEHHA AaHUX
AaHux Xopero Ha npuctpoax QNAP

BcebiyHe Ta KOMN/IEKCHE NpOrpamHe Po3wmnpeHe xmapHe pe3epBHe Po3pobneHe ans cepsepisa QNAP NAS,
3abe3neyeHHA a4Na pe3epBHOro KonitoBaHHA gna Komn'toTepis, pilweHHA 3abe3neuye npodecinHmnn
KONitOBaHHA Ta BiAHOB/NEHHA A4aHUX,  CEPBEpIB Ta BipTyabHUX CepeaoBMLL, 3aXMCT YCiX KOPNOPATUBHUX SAHUX.
AKe IHCTANIIOETLCA B iCHYHOUY i3 3aXUCTOM HeEODOMEKEHOI KiNbKOCTI

IT-iHbpacTpyKTypy. NPUCTPOIB Ta FHYYKIiCTIO 36epiraHHs.



BCEBIYHUU 3AXUCT MEPEXI



NOTYXHI PILLEHHA OANA BATATOPIBHEBOIO 3AXUCTY

PROTECT PROTECT | PROTECT PROTECT PROTECT PROTECT
ESSENTIAL | ENTRY ADVANCED |COMPLETE |[ENTERPRISE | MAIL PLUS

3 JIOKAJIbHUM YyNpPaBaiHHAM

Bua noctasku
3 XMapHUM

Ta NOKaJIbHUM yl'lpaBl'IiHHFIM

KinbKictb MK
KnacnyHuii 3axmct poboumx ctaHuin*
KomMmnneKcHWn 3axmcT poboumx ctaHuin™**

3axucTt pannoBux cepeepis
XMapHa nicoyHnuA
NMoBHOAMCKOBE WNPYBAHHA

3axmUCT NOLWWTOBUX CepBepiB

3axumcT xmapHux goaatkis (Office 365) (T{IIII_IILKaVIB;](migTe

BuasneHHsA Ta BiacniakoByBaHHA 3arpo3 (EDR) (Tinbku NokanbHe
ynpaBAiHHA)

[leTanbHiwe [eTanbHiwe eTanbHiwe [leTanbHiwe JeTtanbHiwe [eTanbHiwe

* [o cknagy sxoauTb ESET Endpoint Antivirus ** [lo cknaay BxoamTb ESET Endpoint Security



https://www.eset.com/ua/business/essential-protection-bundle/
https://www.eset.com/ua/business/entry-protection-bundle/
https://www.eset.com/ua/business/advanced-protection-bundle/
https://www.eset.com/ua/business/complete-protection-bundle/
https://www.eset.com/ua/business/enterprise-protection-bundle/
https://www.eset.com/ua/business/mail-protection-bundle/

NOEAHYUTE NOTPIBHI KATEFOPII 3AXUCTY

3axucT aopartkie
Microsoft 365

___________________________

BuasneHHA
Ta BigcNniaKOBYBaHHA
3arpo3 (EDR)

3axmMcT NOWTOBUX cepBepiB
Microsoft Exchange Server
IBM Domino

M
)
| —

NoBHOAUCKOBE ‘
wndpyBaHHA &
Windows | Mac

“““““““ XmapHa
nicouyHnyA

3axucrt ¢painnoBux cepsepis
Windows | Linux

3axucT poboumnx craHuin
Windows | Linux | Mac | Android



KOPUCTYUTECb NEPEBATAMM

BcebiyHMM 3axXUCT

3PYYHICTb BUKOPUCTAHHA
LLIBMAKe HanawTyBaHHA

[lonomora KBanidpiKoBaHUX TEXHIYHUX CNeLianicTiB
B)Xe Ha eTani TecTyBaHHA Ta PO3ropTaHHA NMPOAYKTIB

LleHTpanizoBaHe yrnpaBaiHHA
EANHNN NILEH3IMHUN KNOY ANA aKTUBALLIT YCIX KOMMNOHEHTIB

S GERINGE!




NOTPIBHUU NOAATKOBUU 3AXUCT?

et
SECURE TECHNOLOGY
AUTHENTICATION ALLIANCE

A @ safetica

baratodaKkTopHa ayTeHTUdiKauiA 3anobiraHHAa BTpaTi AaHux (DLP)



NOTPIBHUU NOAATKOBUU 3AXUCT?

ENDPOINT TECHNOLOGY TECHNOLOGY
ENCRYPTION ALLIANCE ALLIANCE
A ,k yopgno oL GREYCO"FP;DE‘& o1 Jﬁ"k
& = VA= L=
Pe3epBHe KONitoBaHHA AHanis mepexxeBoro

ST Ta BiAHOBNEHHA JAHUX TpadiKy
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TeXHNHi I'II/ITaHHFI

“Ta pO3FOpTaHHH p|LueHb:

support@eset ua

MMTaHHA NiLeH3yBaHHA OTpMN\aHHﬂ ,D,D,Cl,aTKOBMX
Ta niabopy pilleHHA: . maTepianis: /
sales@eset.ua N

pr@eset.ua
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